Internet

Safety

Cyber Bullying
Cyber bullying can occur in any online
setting.

Cyber bullying is when someone willfully
and repeatedly uses technology to
demean, inflict harm, or cause pain to

How to respond to cyber bullying:

Tell an adult

Youth should always tell a
trusted adult to develop ways
to respond.

Gather evidence

Save messages or take
screenshots as evidence, but
DO NOT reply or delete them.

Bring in additional

another person through the use of &M support
computers, cell phones, and other Inform school administrators or
electronic devices. L) law enforcement as needed. @&,1
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Protect Your Personal Information

¢ Do not share any personal information, such as your A number, social security
number, passwords, or photos of yourself.

e Before you click or open an attachment, make sure the email or message is from
a trusted source.

¢ Be mindful of schemes to steal your information; the fraudster may appear to be
a trusted source such as the IRS, banks, fake job offers, etc.

Try to avoid
public Wi-Fi.
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Use safety-oriented
browsers.
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Use anti-virus on

your devices.

Be Aware of Social Media
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Be mindful
of what
you post.
It can last
forever.

Screenshots
can be taken
of any
post/photo,
even ifitis
only up for a
few seconds.

Beware of
dangerous
trends. Do
not put
your safety
at risk.

Keep your
profile
private.

Monitor who
has access to
your posts.

Set limits
for screen
use and
take breaks
from social
media.

“Elder Rule”
Would an
elderly
individual
approve of
your posts?

For Parents & Caregivers:
Talk with your youth about Internet Safety.
e Bedirect, vulnerable, and open when you talk

about internet safety.

¢ Keep a neutral tone and avoid reacting negatively to the
youth's perspective.

¢ Educate the youth instead of instilling fear.

Follow accounts that enhance
your life and connect to your
hobbies and interests.
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Physical/Mental Health (e.g.,
Headspace)

Build Self-esteem (e.g.,
WeTheUrban)

o Photography (e.g., Eartpix)
o Soccer (e.g., Bestoffootball)
o Dancing (e.g.,
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Handout for Families: Internet Safety

If you are interested in obtaining more information, visit
our Unaccompanied Children Resource Center:
ucresourcecenter.org.
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https://www.unicef.org/end-violence/how-to-stop-cyberbullying
https://www.google.com/chrome/
https://www.mozilla.org/en-US/firefox/
https://staysafeonline.org/resources/online-safety-basics/
http://www.refugees.org/
http://www.refugees.org/
http://ucresourcecenter.org/
https://www.unicef.org/end-violence/how-to-stop-cyberbullying
https://www.apa.org/topics/social-media-internet/social-media-parent-tips

